SECURITY AWARENESS TRAINING +« 2026

Every platform tests.
Fewteach in sequence.

Ten of the twenty platforms test staff by email only, with no SMS, voice or QR code lures.
Where they differ most is how they teach: three run a structured curriculum.

SIMULATE Deepfakes of your own executives 4 Of 20

REPORT A report button in the inbox 20 Of 20

ADVANCED WIDEST GAP

A structured curriculum, taught in order

ALERT Alerts when staff credentials appear in a breach a4 Of 20

20 380+ 37
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In2025, Alwrote better
phishing than human experts.

Elite human red team @ Al

4.2%

2.9% 2.78%
: 2.3% 2.1% 2.25% ’

In one training vendor’s simulations, phishing written by Al drew 31 per cent fewer clicks than its elite
human red team in 2023. By March 2025 it drew 24 per cent more.

Four of the twenty platforms assessed here are credited with Al spear phishing personalisation, which
builds simulations from your own org chart, names and suppliers.

The lure is now tailored by a machine. Ask whether your
simulations are.
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After abreach, training
becomes evidence.

The Privacy Act requires every organisation holding personal information to take
reasonable steps to protect it. The regulator’'s own guidance counts staff training among
those steps, and is specific about what that training should cover.

"Does training cover recognising and avoiding ‘phishing’ and ‘spear phishing’ attacks and
‘'social engineering'?”

“Is refresher training provided to your staff and does this occur on a regular basis?"

“Tracking training undertaken and testing the understanding of relevant information
security policies, both on commencement and periodically.”

"Had not seen, used, or received training on the playbooks provided and had no
formal cybersecurity background or incident response training.”

A completion record shows that training happened. It does
not show that it worked.

The next pages show which platform capabilities produce the second kind of record, and how many of the
twenty hold each one.
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THE SCARCITY SPECTRUM . TABLESTAKES

The basics are close to universal.

Twelve capabilities, each held by at least eighteen of the twenty. They set the floor
of the category. They are not what separates one platform from another.

Al-Generated Simulation Content 000000000000 OOCOOOGOOS 20 of 20
Content Library 0000000000 OCOGOOIOOSNS 20 of 20
Continuous Assessment 0000000000000 0000000 20 of 20
In-Email Report Button 0000000000000 000000 20 of 20
Interactive Training Modules 00000000 PPOORPOPIOGONS 20 of 20
Performance Reporting 0000000000000 000000 20 of 20
Phishing Simulation 9000000000 00OCOCGBOOOOOYS 20 of 20
Platform Customisation 000000000000 OCOOOGOOS 20 of 20
Security Baselining 000000000000 OOCOOOGOOS 20 of 20
Gamification 0000000 OCPOOOGFOOOOOS 19 of 20
White-Label Branding 000000000 CPONOOCOONONOOS 19 of 20
Behavioural Risk Scoring 0000000000000 0000 18 of 20

9 of 12 18 of 20 20 of 20

are held by all twenty platforms. give each person a behavioural put a report button in the inbox.

risk score.
BASIS
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THE SCARCITY SPECTRUM « COMMON

The middle is where shortlists split.

Ten capabilities some platforms hold and others do not. Fit with the tools you already
run, and coverage beyond email, is decided here.

Advanced Analytics & Dashboards 0000000000000 000O 17 of 20
Single Sign-0On 9000000000000 CO 15 of 20
Adaptive Learning Engine 0000000O0CGGOOES 13 of 20
REST API Access 20000000000 Tof 20
LMS & Third-Party Integration XXX XX XX N 9 of 20
Multilingual Content 200000000 9 of 20
Smishing Simulation 00 000OQGOS 8 of 20
Multi-Tenant Management o0000O0S 7 of 20
Policy & Compliance Management o000 OOOGS 7 of 20
SIEM Integration XX X ¥ ) 5 of 20

50f 20 8 of 20 7 of 20

send events and risk data to a simulate SMS phishing. run many client or business-unit

SIEM. environments from one console.

BASIS

All 37 capabilities appear across these three pages, one maturity tier to a page, ordered by how many of the twenty assessed platforms are credited with

them. A tier reflects judged depth as well as take-up, so tier and take-up do not line up exactly. Credited means documented by the vendor, not audited; a

platform without a credit may still do the thing
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THE SCARCITY SPECTRUM .« ADVANCED

This is where platforms differ.

Fifteen capabilities held by few platforms. Eleven of them are held by four or fewer
of the twenty.

QR Code Phishing (Quishing) 20000QCS 7 of 20
Vishing Simulation 000 0OO 6 of 20
Content Authoring Tools 20000 5 of 20
Custom Scenario Builder 000 0O 5 of 20
Al-Powered Spear Phishing Personalisation o000 4 of 20
Dark Web & Breach Monitoring o0ee 4 of 20
Data Sovereignty o000 4 of 20
Deepfake Simulations L X X X 4 of 20
Role & Industry-Specific Content o000 4 of 20
Automated Risk-Based Simulations o0 30of 20

Autonomous Phishing Simulation

Orchestration eoe 30720
Structured Learning Paths L X X ) 3 of 20
Threat Intelligence Reporting L X X 30f 20
Geo-Contextual Simulation Targeting L X 2 of 20
Hands-On Labs & Skills Assessment L X 2 of 20
4 of 20 6 of 20 4 of 20
can keep your people’s data in simulate a voice phishing call. build simulations from your own
Australia. org chart and names.

BASIS

All 37 capabilities appear
them. A tier
platform without a credit may still do the thing

e maturity tier to a page, ordered by nany of the
50 tier and take-up do not line up e redited means

ed platforms are credited with

mented by the vendor, not audited; a
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Questions that split the shortlist.

Six questions, each testing a capability that no more than six of the twenty platforms
are credited with. Ask to see each one working, not listed.

Show me the curriculum a new starter follows, level by level. 30f 20
Does a click change the next simulation, with no admin? 3 0f 20
Can you build lures from our org chart and supplier names? 4 0of 20
Where is our people's data stored? Can it be Australia? 4 of 20
Can reported phish and risk scores flow into our SIEM? 5 of 20
Can you simulate a phone call, not just an email? 6 of 20

The comparison shows how the top four answer each one.
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Hundreds of claims,
thirty-seven capabilities.

Vendors name the same function in different words. Normalising what each one states into
one shared list is what makes a like-for-like comparison possible at all.

380"' features stated by vendors, in their own language
37 comparable capabilities, each weighted by its maturity tier
4 security outcomes an Australian IT leader prioritises
1 weighted ranking, the same framework applied to every platform
. Operational Reporting and ,

Efficacy Efficiency Analytics User Experience
Tablestakes expected of any platform in the category 12 : held by 18 to 20 of 20
Common separates the middle of the market 10 - held by 5 to 17 of 20
Advanced held by few; where platforms differ most 15 - held by 2 to 7 of 20

A platform is a tool. The program that changes behaviour around it is still yours to build.
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Who leads, by how much, and why.

The twenty, in the article’s rank order. The comparison gives every score, the margin between
each, and what puts the top four in front.

COMPREHENSIVE

BROAD

FOCUSED

130115

Bow o -

KnowBe4
Phished
Adaptive Security
Hoxhunt
Proofpoint
SoSafe
Immersive Labs
Barracuda
Infosec
MetaCompliance
NINJIO

SANS Institute
usecure
Huntress
Mimecast

Riot

Boxphish
CyberHoot

ID Agent

Perallis Security

advanced capabilities are held by at
least one of the top four.

TEKSPACE

3 at most

advanced capabilities held by any
platform below the top four.

Score, margin, 37 capabilities, head to head
Score, margin, 37 capabilities, head to head
Score, margin, 37 capabilities

Score, margin, 37 capabilities

Get the comparison

Details on the next page.


https://tekspace.com.au/lab/security-awareness-training/compare

Seethem
side by side.

The public research shows the shape of the category. The comparison puts the platforms side
by side: exact scores, the gaps between them, and the capabilities that make the difference.

Exact scores and gaps What each score is made of

Every platform's weighted score, and the distance Each score split into tablestakes, common and
to the one ranked above it. advanced, so close totals can be told apart.
The top four, capability by capability The top two, head to head

All 37 capabilities for the four highest-ranked What each holds that the other does not, and
platforms, one tier to a page. exactly what those capabilities are worth.

Get the comparison

tekspace.com.au/lab/security-awareness-training/compare
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